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1 Introduction 

While there is a lot of research into cyber-attack detection on autonomous vehicular 

platforms, currently, no commercial product is available to address threats on such targets. 

Most relevant research focuses on one-dimensional attack vectors or does not consider 

the broadest scope of potential cyber threats. None of the previous studies has considered 

the idea of implementing an automated response to the detection of attacks. The Cyber 

Defence System Management System (CDSMS) strives to fill these gaps, acting as an 

intrusion detection platform capable of monitoring for evidence of a compromise or an 

attack from cyber, physical exploitation, and electromagnetic threat vectors. In the event 

of a potential attack, the system will provide an appropriate mitigating response to secure 

or contain the threat autonomously, ensuring the resiliency of a vehicular platform while 

in an operational environment.  

The role of the CDSMS is to help ensure that a vehicular platform is “cyber secure”. To 

fulfil the latter, the CDSMS needs to be capable of detecting malicious activity, including 

cyber and electronic warfare domains, and apply proportional threat responses rather than 

ensure an unbreachable system. The latter is achieved by detecting threats, analysing 

them, and providing relevant platform components with either a recommendation or a 

response action that would attempt a graceful degradation of the overall system. The 

outcome of the CDSMS is to provide a complete cybers defence system that vendors can 

integrate into any autonomous vehicular platform. 

This project aims to develop a threat management system on top of a vehicular platform’s 

existing data bus and various logging layers by creating a unified backend service and a 

frontend client for managing a platform’s threat management needs.
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2 System Requirements 

The CDSMS needs to fulfil the following system requirements: 

• The CDSMS shall provide the platform with interfaces for receiving mirrored 

network traffic, telemetry, and other log data. 

• The CDSMS shall provide an interface for publishing response recommendations 

and actions to relevant platform components. 

• The CDSMS shall provide the platform’s operator with a blueprint editor for 

configuring various system events as threats or otherwise informational threats. 

• The CDSMS shall provide the platform with means for vulnerability management. 

• The CDSMS shall provide the platform with means for asset management. 

• The CDSMS shall detect and respond to threats within the vehicular platform and 

from connected external systems. 

• The CDSMS shall provide recommendations for mitigating threats in a manner 

that allows for graceful degradation of the platform’s components where possible. 

• The CDSMS shall provide recommendations for actions to disconnect the 

platform’s components from networks and reset or power off components to 

implement a decided threat response. 

• The CDSMS shall provide a human interface for managing a platform’s threat 

detection and response configuration. 

2.1 Assumptions 

The CDSMS design takes into consideration the following assumptions about the 

vehicular platform: 
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• The platform’s C2 has the final call after a CDSMS-initiated response 

recommendation unless specified as an automated response. 

• …  
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3 System Architecture 

… 

3.1 Entity-Relationship Diagram 

 

Figure 1. CDSMS ERD Schema. 

Figure 1 represents the complete ERD schema of the CDSMS with relationships and 

entity attributes defined. 

3.2 Third-Party Dependencies 

… 
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4 Interfaces 

4.1 REST API Endpoints 

… 

4.2 Web Application 

The following figures represent CDSMS views available in its web interface. 

 

Figure 2. CDSMS User Login View. 

 

Figure 3. CDSMS Platform Configuration View. 
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Figure 4. CDSMS Configuration Import View. 

 

Figure 5. CDSMS Detection Module Configuration View. 
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Figure 6. CDSMS Event Correlation Rule Creation View. 

 

Figure 7. CDSMS Intrusion Detection Signature Creation View. 
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Figure 8. CDSMS Decision Matrix Configuration View. 

 

Figure 9. CDSMS Decision Matrix Response Recommendation Modal View. 
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Figure 10. CDSMS Event Monitoring View. 

 

Figure 11. CDSMS Asset Management View. 
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Figure 12. CDSMS Asset Management Modal View. 

 

Figure 13. CDSMS Asset Management Enumeration Modal View – Discovered Ports. 
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Figure 14. CDSMS Asset Management Enumeration Modal View - Vulnerabilities. 
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5 Further Development 

… 
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6 Summary 

This coursework aimed to create a cyber defence system that would effectively detect 

cyber-attack against autonomous vehicular platforms and apply proportional mitigation 

tactics to such attacks rather than ensure an unbreachable system. To achieve the goal, 

the author used the following: 

• … 

The outcome of the work is a working implementation of a cyber defence system that can 

be integrated into autonomous vehicles and increase their cyber defence capabilities. 
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